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Note: Attempt all Sections. In case of any missing data; choose suitably.

SECTION A
1. Attempt all questions in brief. 2x10=20
Q no. Question CO | Level
a. Define the term "vulnerabilities" in the context of computer security. 1 K1
HYR TR b YeH T "SRGl Weg B! GRYTNT B |
b. What is control hijacking? 1 K1
ERENEIRRGRIGH
c. What is the confinement principle in the context of computer security? 2 K1
HR JR& peH H PRI Rigid wme?
d. What is VM-based isolation? 2 K1
VM- SRS FTe?
e. Define cross-site scripting (XSS). 3 K1
PI-TIRCIBTUT (XSS) Bl GRHINT B
f. What are major web server threats that organizations face? 3 Kl
d ®IF Y Y 99 FaR Gak § B 34! Bl A1 1 ISdlg?
g Define cryptography. [P PRITH! &l GRHIT X | 4 K1
h. What do you mean by digital signature? 4 K1
f$fre eger gam '
1. Define routing security. 5
FFe Ren P TR Y
J- What is packet filtering firewall?Udhe T TR dTd OKII%. 5
SECTION B
2. Attempt any three of the following: 10x3=30
Q no. Question Cco Level
a. Explain what computer security is and why itis essential in the modern | 1 K1
digital world.
gd¢ & duger Rem w1 geiRenyfRe fefvea gfar & @8
FISTIISD 3|
b. What are the advantages of ‘system call interposition in detecting and | 2 K2
preventing malicious activities?
gufaamgul fafafiat &1 gt @ 8k 3% A% H Riew &ia
SCRUINRA & F1 BIIS 87
C. Describe the web security landscape, including definitions, goals, and | 3 K2
common threat models used to assess web security.
d9 YRE&T URERT HT qUMH $x, fSTIH 98 GRET BT SATH B o oY
gﬂnﬁaﬁm TRHIYTY, TEI3IR Y- Wk & Hige QA
|
d. Analyze how RSA public key cryptography ensures confidentiality and | 4 K4
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integrity of communication.
fazayor &% fb SR T T UrdeifAe $oit fhpumw! 8 TR &t
MufgdreiRerasdr gRfdd ot 71

e. How would you integrate a packet filtering firewall into a network to | 5 K5
ensure enhanced security without compromising performance?

TR o HEiT fT fomT 9gaR QRam YA s & fogsny dde
e TR aTd & Aedd § &3 Uhidhd Bl

SECTION C
3. Attempt any one part of the following: 10x1=10
Q no. Question Cco Level
a. Discuss the "Marketplace for vulnerabilities" and how it affects the | 1 K2

security of d1g1ta1 systems.

"B & foTT IR R Fa1 B3R g fSforea Ren &7 qRean

B B JHTIId PR 5
b. Examine the advanced techmques used i in control hijacking attacks 1 K2
AT S1UgRUl gHdl H ITANT DI AW aTell IFad H-id! & olig
B
4. Attempt any one part of the following: 10x1=10
Q no. Question Cco Level
a. Describe the structure and functionality of rootkits. How do they exploit | 2 K2

system vulnerabilities, and what are the common .detection and
prevention methods?

ecfohe Pt TRTT 3R BT &HdT BT 9l B 13 ReH Ht preiRal
B BC $Y I8 8, IR AT Uga3IR AHUTH & dRidb FTg?

b. How can process IDs be used to limit accessto system resources and | 2 K2
improve security?

Rren Fareql d% uga Hfid HRAR IRem § YUR & g o

3MTS S BT SYART HY [T & Hobdll 52
S. Attempt any one part of the following: 10x1=10
Q no. Question Cco Level
a. Explain the importance of browser isolation in preventing web-based | 3 K2
attacks.
J9-3MYTRd GHI 1 b H STIOR 31T & Hged Pl A |
b. Why is secure development critical in preventing vulnerabilities like | 3 K2
XSS and CSRF?
XSS 3R CSRF Sl HHSIRGl &I Jdd & o WA fae™
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6. Attempt any one part of the following: 10x1=10
Q no. Question CcO Level
a. Compare and contrast the roles of Transport Layer Security (TLS) and | 4 K4

IP Security (IPSec) in securing communication over the internet.

gexe IR YR A a3 | giuie amR Raied (@uey) sk
R Ryafidt (mEiuas) o1 Yffreraie! gaar Bk
2l

b. Explain the advantages and challenges of using Public Key | 4 K4
Infrastructure (PKI) for key management in real-world systems.

grdfas gfar gonferst & U yeYd & fou wrdee goht
ﬁWA (B 3HTS) BT ITAN IR & BRIG AR ATl DT REAT
|

7. Attempt any one part of the following: 10x1=10
Q no. Question co Level
a. Propose improvements to current.intrusion detection systems (IDS) for |5 K5

better detection of advanced persistent threats (APT).

IFd AR W] (T BT 9gaR Ul T & e aad e 9908
@1 Tdl T aTeh Tunferal (s sivd) § YR &1 Y|

b. Synthesize a security protocol that combines link-layer connectivity and | 5 K5
TCP/IP connectivity to address the most common vulnerabilities in
network communications.

T R UEIDhId BT IIATD HL Sl Hedd HaR | o 3H
HHASING! BT G B & (o7 fefeh-aR dfaefact- SR Srtdy/smsdt
HAGId) Bl gl 3|
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